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1 Decision/action requested 
Endorse the proposal on the functionality of Key ID. 
2 References
[1]
S3-200528 Draft TS 33.536 on V2X
[2]
3GPP TS 38.323 
[3]
TS 33.303 on ProSe
3 Rational
3.1 Background

In draft TS 33.536 [1], clause 5.3.3.1.5.4 describes the content of the PDCP packet that used for NR PC5 unicast communication. The Key ID is used to signal which security context is being used and shall be set to KNRP-sess ID as shown below: 
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The PDCP structure for Uu interface with 18 bits PDCP SN length is specified in TS 38.323 [2] as shown below:
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3.2 Analysis and observations
As specified in TS 38.323 [2], the maximum length of the PDCP header is 3 bytes (overall 24 bits, with 18 bits PDCN SN length). Currently, the Key ID field of the PDCP packet for NR PC5 is set to 16 bits. The use of Key ID in the PDCP header may cause the entire PDCP header length over 5 bytes (if 18 bits PDCP SN length is used). This leads to different PDCP header structure and further causes different processing mechanisms when UE handles PDCP packets for Uu and NR PC5.

Based on the function as specified in TS 33.536 [1], the Key ID (KNRP-sess ID) is used to signal which security context, this however can also be indexed by using other mechanisms without introducing Key ID into PDCP header. For example, an NR PC5 unicast link can be identified by using Layer-2 ID pairs (Source L2 ID and Destination L2 ID), thus the L2 ID pairs can be used to index the security context within a unicast link. Moreover, the appearance of the entire Key ID in PDCP header leads low radio resources efficiency.
Two sets of security contexts (old and new) may coexist during rekeying. In 3GPP TS 33.303 [3], Key ID (KD-sess ID) was introduced into the PC5 PDCP header to enable the receiver to decrypt with correct security context for a short time during rekeying procedure. A shorter indication can also be used to achieve the similar result, such as a 1-bit indicator to indicate either old or new security context shall be used during rekeying procedure.
To sum up the above arguments, the functionality of the entire 16 bits Key ID in PDCP header can be substituted by using other link identifiers and shorter indicators. To address the above issues, the Key ID is not expected to appear in the PDCP header for NR PC5 and a short indicator shall be introduced to indicate either old or new security context.
4 Detailed proposal
It is proposed to endorse the following proposals:

· Key ID shall NOT be introduced into the PDCP header.
· A short indicator shall be used to indicate either old or new security context shall be used during rekeying procedures.
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